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THE ESSENTIALS OF E-DISCOVERY
PRESERVATION
Counsel should develop the habit of sending litigation hold or preservation letters to their own client and to the opposition.  These may be as simple as a request to suspend all activities that could lead to a loss of relevant information, or include a comprehensive e-discovery plan that identifies with precision the information to be preserved.  The approach will vary depending on the circumstance of the case and the approach of counsel.  Of course, care must be taken to ensure that one’s own client understands the nature and extent of its e-discovery obligations and of the consequences of a failure to comply with them.

In some instances, and with some clients, it may be advisable to clone one or more drives to "freeze" the state of the information on them.  As with a lot of software these days, there are many inexpensive programs that can be used to clone a hard drive.  Some, like Clonezilla, are even free.
DETERMINE WHAT YOU ARE LOOKING FOR
Because of the potentially vast amount of information that a lawyer may be faced with in any particular case, a planned approach to e-discovery is absolutely essential.  The danger in modern litigation is not necessarily missing a critical document, but in being faced with so much information that it's impossible even to get started.

In most cases discovery planning will begin with a very detailed analysis of the issues involved in the case.  Issues should be narrowed and prioritized so that scarce resources are allocated to the most important issues.  

Consideration will then be given to the types of documents that are likely to exist in relation to each of the issues.  In the electronic world, types of "documents" might be said to be differentiated by the format in which they exist.  In the majority of cases handled by smaller firms, electronic information is likely to be stored in file formats that are relatively common and easy to deal with.  This includes text or word processing documents, e-mail (.msg, .pst or .dbx files), PDF or TIFF files, simple spreadsheets and, perhaps increasingly, basic audio and video files.  

Dealing with financial information is slightly more problematic because accounting systems employ a large number of different file formats that may only be accessible with the specific proprietary software.  However, most accounting systems generate many different types of financial reports that can be exported to text or PDF formats.

While most cases nowadays require at least some thought to be given to e-discovery issues, not every case requires a strenuous chasing-down of electronic documents and information.  E-discovery can be an expensive diversion.  Approaching it blindly can be completely counterproductive.  Before starting any search for electronic evidence in the possession of one’s own client or others, counsel should make a detailed analysis of the issues in the case and prioritize them.  It is not likely a wise expenditure to spend thousands of dollars chasing down electronic evidence related to an issue you don’t need to address to win the case.

One of the best ways to cut costs for your client is to educate yourself as to how electronic information is transmitted and stored.  While the prospect may seem daunting at first, with a little self teaching you will understand fully what electronically stored information may be available to you in discovery.

Also, speak with your own IT consultants, and enlist the assistance of your client's IT employees or consultants in the discovery process.  Your client's IT people could very well be your best resource for determining what electronic information is available and how to retrieve it efficiently.

DETERMINE POSSIBLE LOCATIONS OF RELEVANT INFORMATION
Most lawyers now have a basic understanding of how information is stored on computers, and how simple networks are organized.  When advising clients on their e-discovery obligations, and evaluating the discovery given by the other side, it's important to consider carefully where relevant information might be stored.

The organic and physically undefined nature of the electronic universe is one of the characteristics that complicate the discovery of information contained in it.  Although many commonly used applications, such as Microsoft Outlook, store information by default in certain folders and formats, these default "locations" can easily be changed.  Tracing the location of information once it has been archived or backed-up requires special diligence, since these operations tend to move the information physically further away from the person who created it, and are accomplished by many different technological means.

While determining the precise location of information is perhaps not as important as it once was, for reasons discussed below, it is still necessary to consider the basic structure of your client’s, or the opponent’s, computer system or network.  At the least, consideration should be given to the following:


a)
who possesses the information?


b)
how many technology devices does the person use?

c)
are the devices part of a network, such that information created on one of them is stored on the network in the normal course, or are they standalone devices?  If they are standalone devices, is there a repository of the information generated on the device, such as with the service provider?

d)
at the person’s workstation, is information stored on the local drive, or on a network drive?

e)
what letter designation(s) is given to the local drive?

f)
if information is stored on a network drive or server, what letter designation is given to the drive?

g)
is information archived?  How often?  Where is the archived information located?  What period is covered by archived information?

h)
is information backed up?  How?  How often?  Where is the backup information located?  What period is covered by backed up information?

It is necessary for counsel to have at least this level of insight into the computer systems because most search products, such as the one discussed below, search by drive designation.

One of the greatest challenges for counsel is knowing where to stop when it comes to e-discovery.  There is as great a danger in going too far as there is in not going far enough, since the burden and cost of additional e-discovery is usually governed by the law of diminishing returns.

It is difficult to define the appropriate stopping point when it comes to e-discovery.  In an attempt to do so, some of the literature draws a distinction between active and inactive data.  Active data is data that is relatively easily accessible given the current hardware and software in use by the party.  This would include archived and backed up information to the extent that these can be conveniently accessed.

Inactive data is that which was generated by applications no longer in use.  The retrieval of inactive data often involves special expense and effort.

To these two categories I would add a third, which is data that may or may not exist and can only be retrieved, if at all, by forensic means.  Discovery of information by forensic means is usually a very expensive endeavour.

In most small to medium-sized cases, discovery of active data is all that will be warranted.  However, it is always a question of cost and benefit.  Is it to be noted that in the American experience there is a developing doctrine of reasonable accessibility, closely tied to the idea of active versus inactive data, which the courts are using to shift the cost of discovering inactive data, or data that is not reasonably accessible in all the circumstances, to the party seeking disclosure.
LOCATE AND ISOLATE RELEVANT INFORMATION
Once it has been determined where information likely resides, the question becomes how to review the information on the drive efficiently for relevance and privilege.  Obviously, manual review of these vast amounts of information is not practicable, in any size case.  Fortunately, there are search tools available at relatively low cost that will assist in the identification of relevant information far more efficiently than could ever be done manually.

Demand for and supply of technology designed to assist with e-discovery are burgeoning.  The problem with most of this technology is that they are expensive and require extensive training - in the shorter term it will be of practical use only to e-discovery experts.  It will be of little use to counsel who needs a cheap, quick fix in a moderately complicated e-discovery case.

Once the repository of the information has been identified, what is needed is an application that will search the information using different parameters and provide counsel with as much feedback (or, information about the information, if you will) as possible.  

One of the best applications that I have found for searching vast amounts of information using multiple parameters is a product called EasyReach Workspace (“EasyReach”).  It is available over the Internet for about $200.  EasyReach contains an indexing engine that will create an index of virtually any amount of information and then make it searchable by a large number of parameters.  "Out-of-the-box", EasyReach indexes many different kinds of documents, and can easily be set up to include others.

Once it has indexed information, EasyReach will perform the following search tasks, among others that are of great assistance in conducting e-discovery:

i)
because information is indexed, an EasyReach search is instantaneous;

ii)
search can be filtered using many different parameters such as author, word, date, location and type of file simultaneously;

iii)
feedback about the retrieved documents appears in spreadsheet form and includes such things as subject, date, author, relevance;

iv)
irrelevant documents can be manually excluded from the search results, which can then be saved to create a permanent record of a search using a particular parameters.  Any number of searches can be saved in this way;

v)
a “view” option permits the document to be viewed in a split screen, in its native format.

Indexing is fairly commonplace these days.  Applications such as Google Desktop and Copernic are not only commonplace, but also free.  While programs such as these may be of some assistance in e-discovery, they are not nearly as useful as EasyReach.  Google provides limited feedback about documents, does not provide a usable preview of the document, has limited Boolean search capabilities and doesn't limit searches to specific .pst files.

Care should also be taken that e-discovery tools do not in fact interfere with electronic evidence by altering it.  For instance, if one were inclined to use Outlook to search e-mail databases notwithstanding that it is famously slow in doing so, one should be aware that Outlook actually alters e-mail messages loaded into it.  Also, Outlook doesn't search attachments.

Adobe Acrobat is also an incredible e-discovery tool.  Among the amazing features of Adobe Acrobat is a feature that permits any Outlook e-mail folder to be "summarized" in a convenient PDF format that allows the e-mail and attachments to be viewed and sorted by date, author and subject.

DISCLOSURE AND PRODUCTION
Once relevant information is identified, it needs to be disclosed and ultimately produced.  When it comes time for productions to be exchanged, consideration should be given to the format in which such production will be given and received.  You may want to receive production of native format documents, so as to preserve metadata.  You may wish to convert the native format documents to a separate set of PDF documents for ease of dealing with them.  You may wish to give production in PDF format so as to eliminate metadata.  All of this will be the subject of discussion with opposing counsel.
Litigation case management programs are extremely useful when dealing with disclosure and production of large numbers of electronic documents.  Many of these programs can, for instance, import metadata such as date, author, recipient etc. directly into a table in the program, thereby eliminating the need to enter this data manually in an affidavit of documents.
